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ABSTRACT 



A mobile communication system which can restrict incom- 
ing calls to a mobile commuDication exchange in a traffic 
congestion state and can omit wasteful processing for con- 
necting a path to a restricting exchange is provide. When a 
exchange has detected that it is the traffic congestion state, 
the exchange instruct this state to a location register to 
indicate that incoming calls to that exchange are to be 
restricted. When other exchange has received a call request 
to a mobile station, the exchange acquires information to the 
location register for the call. When it is found that the 
location information of the mobile station is the area which 
is controlled by the incoming call restricting exchange, a call 
processing for the call is interrupted. 

6 Claims^ 3 Drawing Sheets 
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MOBILE COMMUNICATION SYSTEM AND 
A METHOD OF INCOMING CALL 
RESTRICTION 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to a mobile communication 
system, particularly relates to a mobile commnnication 
system and a method for restricting incoming calb when a 
particular mobile communication exchange is under traffic 
congestion state. 

2, Description of the Related Art 

A block diagram of constitution of a general mobile 
communication system focusing to a network side is shown 
in no. 3. 

A location register 31, which manages location informa- 
tion and subscriber information of each mobile station 34, is 
respectively connected to mobile communication exchanges 

32 and 33 for call connecting processing via a common 
channel signaling network 35 and information required for 
the processing of an incoming call to each mobile station 34 
is mutually communicated via the common channel signal- 
ing network 35. Although radio base stations and radio base 
station control units are not shown in drawings, it is assumed 
that they are part of the mobile communication exchange 32, 
33. 

In this type of mobile communication system, if the traflSc 
of a specific mobile communication exchange has increased 
and congestion state occurs, the specific mobile communi- 
cation exchange is relieved from such a congestion state by 
restricting an incoming call to the above mobile communi- 
cation exchange from other mobile communication 
exchanges and restricting or denying a call ohginatioo 
request from mobile stations under control of the mobile 
communication exchange through radio base stations (not 
shown). 

FIG. 4 is a sequence diagram showing a conventional type 
incoming call control method. 

Suppose that the mobile communication exchange 33 
which controls the mobile station 34 is in a state of con- 
gestion. 

At this time, when one of the mobile communication 
exchanges of the mobile communication network, e.g. the 
mobile communication exchange 32, receives a request 40 
for call termination to the mobile station 34, which is imder 
control of the mobile communication exchange 33, the 
mobile communication exchange 32 sends an incoming call 
information reading request 41 to the location register 31 
through the common channel signaling network 35. 

The mobile communication exchange 32 acquires the 
location information of the mobile station 34 based upon an 
incoming call information reading response 42 rctumed 
from the location register 31 in response to the above 
request. 

The mobile communication exchange 32 recognizes that 
the mobile station 34 is located in area under control of the 
mobile communication exchange 33, and sends a request for 
call termination 43 to the mobile communication exchange 
33. 

On the other hand, the mobile communication exchange 

33 receives the request 43 for call termination to the mobile 
station 34, however, as Ihe mobile communication exchange 
33 itself is in a state of congestion, the mobile communi- 
cation exchange 33 returns an incoming call denying signal 
44 to the mobile communication exchange 32. Hereby, 
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processing for the call in the mobile communication 
exchange 32 is interrupted, and the call is treated as a call 

loss. 

However, in such a conventional type mobile communi- 
^ cation system, as processing for an incoming call to a mobile 
station located in an area under control of a mobile com- 
munication exchange, which is in a state of congestion, is 
advanced up to the mobile communication exchange, and 
the incoming call request is denied by the mobile commu- 
10 nication exchange. That is, the mobile communication 
exchange in a state of congestion is required to execute 
processing for denying the incoming call. Therefore, such 
processing for rejecting the incoming call by the mobile 
communication exchange in a state of congestion causes a 
1^ problem that a mobile communication exchange in a state of 
congestion is prevented from recovering from the conges- 
tion. 

To solve the above problem, Japanese Patent Publication 
Laid-open No. Hei 3-42950 discloses a technology that 

^ incoming calls to an exchange in a state of congestion are 
rejected at an exchange of the preceding stage which is 
notified by the exchange in a state of congestion that the 
exchange is currently being in a state of congestion. Hereby, 
as incoming calls to an exchange in a state of congestion are 

^ restricted at the preceding exchange, the above problem can 
be solved, however, there is a problem that wasteful pro- 
cessing for incoming calls routed up to the preceding 
exchange cannot be reduced. 

30 SUMMARY OF THE INVENTION 

The present invention is made to solve such problems and 
therefore has an object to provide a mobile communication 
system which can restrict incoming calls to an exchange in 
a state of congestion and can omit wasteful processing for 
connecting to a restricting exchange. 

To achieve such an object, a mobile communication 
system according to the present invention is constituted so 
that a location register stores incoming call restricting 
exchange information showing a mobile communication 
exchange which is under incoming call restricting state; and 
a mobile communication exchange, when received a call 
request, acquires a mobile station information including 
location information and incoming call restricting exchange 

45 information to the location register for the received call 
request, and verifying whether the call terminating process 
being allowed or not in accordance with the query result. 

In more detail, the location register according to the 
present invention comprises an incoming call restricting 

50 exchange information storage section for storing an 
exchange information showing a mobile communication 
exchange is under incoming call restricting state due to 
traffic over load condition or like, and the mobile commu- 
nication exchange comprises an incoming call judging sec- 

55 tion for judging whether a call to a mobile station is allowed 
or not by referring to information including location infor- 
mation of the mobile station and incoming call restricting 
exchange information obtained from the location register. 
Therefore, each mobile communication exchange com- 

60 prises means for detecting traffic state of own exchange and 
instructing the traffic congestion state to the location 
register, and means for judging whether a call to a mobile 
station is allowed or not according to information obtained 
from the location register when a call request has been 

65 received, and means for interrupting call processing in 
accordance with a result of judgement which has judged that 
the mobile station was located in a control area of the mobile 



07/02/2004, EAST Version: 1.4.1 



us 6,2: 

3 

communication exchange indicated by the incoming caU 
restricting exchange information. 

A method of incoming call restriction for a mobile com- 
munication system according to the present invention com- 
prises the following steps; 

(1) instructing the location register to store an incoming 
call restricting exchange information when traffic state 
of a mobile communication exchange exceeding a 
predetermined value for rejecting incoming calls to 
mobile stations located in own control area: 

(2) storing the incoming call restricting exchange infor- 
mation in the location register showing that a mobile 
communication exchange is under incoming call 
restricting state; 

(3) acquiring information to the location register when a 
mobile communication exchange has received a call 
request to a mobile station; 

(4) judging whether a call to the mobile station is allowed 
or not according to information Grom the location 
register including location information of the mobile 
station and incoming call restricting exchange infor- 
mation; and 

(5) interrupting call processing when it has judged the 
mobile station is locating in a control area of the mobile 
communication exchange indicated by the incoming 
call restricting exchange information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram showing a mobile communi- 
cation system equivalent to an embodiment of the present 
invention; 

FIG. 2 is a sequence diagram showing incoming call 
control processing according to the present invention; 

FIG. 3 is a block diagram showing a general mobile 
communication system; and 

FIG. 4 is a sequence diagram showing a conventional type 
incoming call control processing. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

Next, refening to the drawings, the present invention wiU 
be described. 

FIG. 1 is a block diagram showing a mobile communi- 
cation system equivalent to an embodiment of the present 
invention. 

The location information and subscriber information of 
each mobile station 4 are managed by a location register 
(LR)1. 

The location register 1 is connected to mobile communi- 
cation exchanges 2 and 3 for executing call connecting 
processing via a common channel signaling network 5 and 
information required for the processing of an incoming call 
to the mobile station 4 is mutually communicated via the 
common channel signaling network 5. 

Although radio base stations and radio base station con- 
trol units are not shown in drawings, it is assumed that they 
are part of the mobile communication exchange 2, 3. 

The location register 1 is provided with a mobile station 
information storing section lA for storing the location 
information of each mobile station 4, an exchange informa- 
tion storing section IB for storing exchange information 
which is restricting incoming calls due to traf&c congestion 
or some other reasons, a control section IC for executing 
response processing for a request to acquire mobile station 
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information from the mobile communication exchange, for 
example, a request to acquire information such as the 
location information and subscriber information of the 
mobile station 4, and a common channel signaling interface 

5 (I/F) section ID for providing an interface with the common 
channel signaling network 5. 

The mobile communication exchanges 2 and 3 are respec- 
tively provided with call control sections 2C and 3C for 
executing call connecting processing, common channel sig- 

10 nal interface (I/F) sections 2D and 3D for providing an 
interface with the common channel signaUng network 5, 
trafiBc monitoring sections 2A and 3A for monitoring the 
quantity of their own traffic (traffic intensity), and call 
termination judging sections 2B and 3B for judging the 

1^ intemiption or the continuation of call processing based 
upon exchange information under incoming call restriction 
acquired from the location register 1. 

Next, referring to FIG. 2, the operation according to the 
present invention will be descried. 

2.0 

FIG. 2 is a sequence diagram showing an incoming call 
control method according to the present invention. 

The traffic monitoring sections 2A and 3A of the mobile 
communication exchanges 2 and 3 always monitor the 
quantity of their own traffic. If the increase 20 of traffic 
occurs in the mobile communication exchange 3 and the 
quantity of traffic exceeds a predetermined threshold, the 
traffic monitoring section 3A notifies the call control section 
3C of the situation of traffic and instructs the restriction of 
incoming call firom other mobile communication exchanges 
and requests of call origination from mobile stations in the 
own control area. The call control section 3C sends a request 
to deny incoming call 21 to the location register 1 via the 
common channel signaling interface (I/F) section 3D and the 
common channel signaling netwodc 5 if the call control 
section 3c judges, based upon the notification from the traffic 
monitoring section 3A, that the restriction of incoming calls 
is required. When a plurality of location registers are pro- 
vided in the mobile communication network, the request to 
deny incoming call 21 is sent to all those location registers. 

The request to deny incoming call 21 from the mobile 
communication exchange 3 is received by the common 
channel signaling (I/F) section ID of the location register 1 
and notified to the control section IC. The control section IC 
45 stores information that the mobile communication exchange 
3 is restricting incoming calls in the exchange information 
storing section IB based upon the notified request to deny 
incoming call 21. 

Afterward, if a request for call termination 23 to a mobile 
50 station 4, wMch is located-in the control area of the mobile 
communication exchange 3, is received by the mobile com- 
munication exchange 2, the call control section 20 of the 
mobile communication exchange 2 sends an incoming call 
information reading request 24 including the mobile station 
55 identification number of the mobile station 4 to the location 
register 1 to obtain the location information of the mobile 
station 4. 

The location register 1, which has received the incoming 
call information reading request 24, returns an incoming call 

60 information reading response 25 to the mobile communica- 
tion exchange 2 as a response on the basis of information 
stored in the mobile station information storing section lA 
and the exchange information storing section IB. Therefore, 
the location information of the mobile station 4, and also 

65 information of exchanges which are under incoming call 
restriction are included in the incoming call information 
reading response 25. 
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The call termination judging section 2B of the mobile 
communication exchange 2, which has received the incom- 
ing call information reading response 25, analyzes an 
incoming call based upon the location information of the 
mobile station 4 and incoming call restriction exchange 
information whether the incoming call is to be processed or 
interrupted. 

First, a judgement 26 is made as to whether any of 
exchanges under incoming call restriction exist or not. 

As the mobile commimication exchange 3 is restricting 
incoming call ("YES" in the judgment 26), next, a judge- 
ment 27 is made as to whether the mobile station, to which 
the incoming call is supposed to be terminated, is located in 
the control area of the incoming call restriction exchange or 
not. 

In this case, as the mobile station 4 is located in the 
control area of the mobile communication exchange 3 which 
is currently restricting incoming calls ("YES*' in the judg- 
ment 27), it has judged that call connecting processing 
cannot be continued, and notification thereof is made to the 
call control section 2C. In response, the call control section 
2C decides not to send a request for call termination to the 
mobile commimication exchange 3 and carries out interrup- 
tion 28 of processing for the incoming call to the mobile 
station 4. 

Therefore, as the request for call termination is not seat to 
the mobile communication exchange 3 under state of 
congestion, the load of wasteful processing caused by a 
request for call termination in the mobile communication 
exchange 3 can be prevented from being increased and delay 
in the recovery from congestion can be reduced. 

If the mobile station 4 is not located in the control area of 
the mobile communication exchange 3 of incoming call 
restriction in the judgment 27 ("NO" in the judgment 27) 
and if no mobile communication exchange which is restrict- 
ing incoming calls exists in the judgment 26 ("No" in the 
judgment 26), the call termination judging section 2B judges 
that call control prcxiessing can be continued. Hereby, the 
call control section 2C sends a request for call termination 
29 to the mobile communication exchange 3 under which a 
mobile station 4 exists. 

As described above, according to the present invention, as 
information of mobile communication exchange which is 
restricting incoming calls is stored in a location register 45 
which is managing the location information of each mobile 
station, and is notified to a mobile communication exchange 
which has inquired information for a mobile station to which 
an incoming call is to be terminated, the incoming call to the 
mobile communication exchange in a state of congestion can 
be rejected at the mobile communication exchange which 
has firstly received a request for the call. 

Therefore, the increase of the load of wasteful processing 
for a mobile communication exchange in a state of conges- 
tion can be avoided, delay in the recovery from a congested 
state can be reduced and the resources of the whole mobile 
communication network can be efficiently utilized. 

Although the present invention has been fuUy described 
by way of the preferred embodiments thereof with reference 
to the accompanying drawings, various changes and modi- 
fications will be apparent to those having sldll in this field. 
Therefore, unless these changes and modifications otherwise 
depart from the scope of the present invention, they should 
be construed as included therein. 

What is claimed is: 

1. A mobile communication system provided with at least 
one location register for managing mobile station informa- 
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tion such as location information of each mobile station and 
subscriber information and a plurality of mobile communi- 
cation exchanges for executing call connection processing 
by mutually communicating mobile station information with 
said location register via a common channel signaling 
network, wherein: 
said location register comprising an incoming call restrict- 
ing exchange information storage section for storing an 
exchange information showing a mobile communica- 
tion exchange being under incoming call restricting 
state; and 

said mobile communication exchange comprising a call 
processing section for acquiring a mobile station infor- 
mation including location information and incoming 
call restricting exchange information from said location 
register for a call being processed, and interrupting a 
call processing of said mobile communication 
exchange under incoming call restricting state based on 
said mobile station information and incoming call 
restricting exchange information. 

2. A mobile communication system provided with at least 
one location register for managing mobile station informa- 
tion such as location information of each mobile station and 
subscriber information and a plurality of mobile conununi- 
cation exchanges for executing call cormecting processing 
by mutually communicating mobile station information with 
said location register via a common channel signaling 
network, wherein: 

said location register comprising an incoming call restrict- 
ing cxdiange information storage section for storing an 
exchange information showing a mobile communica- 
tion exchange being under incoming call restricting 
state; and 

said mobile communication exchange comprising a traffic 
monitoring section for monitoring traffic state of own 
mobile communication exchange and instructing said 
location register to store the incoming call restricting 
exchange information when traffic state exceeding a 
predetermined value for rejecting incoming calls to 
mobile stations located in own control area, and an 
incoming call judging section for interrupting a call 
processing of said mobile communication exchange 
under incoming call restricting state based on said 
mobile station information and incoming call restrict- 
ing exchange information from said location register. 

3. A mobile communication system according to claim 2, 
wherein; said incoming call judging section judging a call 
process to be denied when the mobile station being located 
in a control area of the mobile communication exchange 
indicated by the incoming call restricting exchange infor- 
mation. 

4. A mobile communication system comprising: 

at least one location register for managing mobile station 
information, sudi as location information of each 
mobile station and subscriber information, and storing 
an exchange information showing a mobile communi- 
cation exchange being under incoming call restricting 
state; 

a plurality of mobile communication exchanges for 
executing call connecting processing by mutually com- 
municating mobile station information with said loca- 
tion register via a common channel signaling network, 
and each mobile communication exchange comprising: 

a traffic monitoring section for monitoring traffic state of 
own mobile oommuoication exchange and instructing 
said location register to store the incoming call restrict- 
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ing exchange information when traffic state exceeding 
a predetermined value for rejecting incoming calls to 
mobile stations located in own control area; 
an incoming call judging section for interrupting a call 
processing of said mobile communication exchange 
under incoming call restricting state based on said 
mobile station information by acquiring result infor- 
mation including location information of the mobile 
station and incoming call restricting exchange infor- 
mation from said location register; and 
a call processing section for interrupting call processing in 
accordance with a result of judgement of said incoming 
call judging section which has detected the mobile 
station being located in a control area of the mobile 
communication exchange indicated by the incoming 
call restricting exchange information. 
5. A method of incoming call restriction for a mobile 
communication system provided with at least one location 
register for managing mobile station information such as 
location information of each mobile station and subscriber 
information and a plurality of mobile communication 
exchanges for executing call connecting processing by 
mutually communicating mobile station information with 
said location register via a common channel signaling 
network, said method comprising steps of: 
storing incoming call restricting exchange information in 
said location register showing a mobile communication 
exchange which is under incoming call restricting state; 
acquiring a mobile station information including location 
information and incoming call restricting exchange 
information from said location register when a call 
request being received; and 
interrupting a call processing of said mobile communica- 
tion exchange under incoming call restricting state 
based on said mobile station information and incoming 
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call restricting state based on said mobile station infor- 
mation and incoming call restricting exchange infor- 
mation. 

6. A method of incoming call restriction for a mobile 
communication system provided with al least one location 
register for managing mobile station information such as 
location information of each mobile station and subscriber 
information and a plurality of mobile communication 
exchanges for executing call connecting processing by 
mutually communicating mobile station information with 
said location register via a common channel signaling 
network, said method comprising steps of: 
instructing said location register to store an incoming call 
restricting exchange information when traf&c state of a 
mobile communication exchange exceeding a prede- 
termined value for rejecting incoming calls to mobile 
stations located in own control area; 
storing the incoming call restricting exchange information 
in said location register showing a mobile communi- 
cation exchange being under incoming call restricting 
state; 

acquiring information to said location register when a 
mobile communication exchange has received a call 
request to a mobile station; 

judgmg whether a call to the mobile station being allowed 
or not by acquiring result information including loca- 
tion information of the mobile station and incoming 
call restricting exchange information from said location 
register, and 

interrupting call processing when it has judged the mobile 
station being located in a control area of the mobile 
communication exchange indicated by the incoming 
call restricting exchange information. 
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[57] ABSTRACT 

Call forwarding service provided to a wireless mobile com- 
munication station is controlled by barring call forwarding 
from the wireless mobile conmaunication station selectively 
based on the location of the wireless mobile commimication 
station. 

32 Claims, 6 Drawing Sheets 
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LOCATION TRIGGERED BARRING OF 
CALL FORWARDING 

FIELD OF THE INVENTION 

The invention relates generally to wireless mobile com- ^ 
mimications and, more particularly, to improvements in call 
forwarding services provided to wireless mobile communi- 
cation subscribers. 

BACKGROUND OF THE INVENTION lo 

In conventional wireless mobile communications, roam- 
ing agreements typically exist between network operators of 
respective public land mobile networks (PLMNs). Such 
roaming agreements permit a mobile subscriber unit based 
in a first PLMN to use the services and facilities of a second 
PLMN while the mobile subscriber unit is roaming in the 
coverage area of the second PLMN, outside the coverage 
area of the first PLMN, 

Call forwarding (CF) is one example of a service that a 
roaming mobile subscriber might wish to use while roaming 
in the second PLMN. Using the conventional GSM (Global 
System for Mobile communications) network as an example 
of the first and second PLMNs, in a conventional GSM 
network the cost of forwarding (or otherwise deflecting) a 
call is charged to the mobile subscriber which invoked the 
forwarding. If the mobile subscriber is roaming 
internationally, then the forwarding of a call will very likely 
be diarged, disadvantageously, as an intemational call. 
Paying international call charges to forward a call is typi- 
cally very expensive. 

CaU deflecting service is similar to call forwarding, 
except the mobile subscriber interactively chooses (on a per 
call basis) to deflect the caU to another destination rather 
than accept the call, whereas call forwarding services are 35 
typically handled in the serving mobfle switching center 
(MSC) without interaction of the mobile subscriber. The 
problems and inventive solutions disclosed herein apply to 
both call forwarding and call deflecting services. 

Another problem with forwarding the calls of the above- 40 
described roaming mobile subscriber is fi-aud. Call forward- 
ing fraud during roaming occurs when the mobile subscriber 
uses call forwarding service to forward calls received while 
the mobile subscriber is roaming internationally, but for 
which the roaming mobile subscriber does not intend to pay 45 
the corresponding international charges. Such firaud can be 
increased by maintaining several simultaneous calls after 
invocation of the call forwarding service. The same scenario 
can occur using call diversion service. This fraud problem is 
very costly for network operators due to the intemational 50 
signaling links and call legs involved during the calls. Id 
fact, fraud is such a large scale problem that network 
operators in some countries refuse to provide services such 
as call forwarding services to mobile subscribers roaming in 
those countries. 55 

In GSM, there are some conventional mechanisms for 
cost limitation when the mobile subscriber is roaming. For 
example, an operator determined bar (ODB) can be applied 
to outgoing calls originating at the mobile subscriber unit, 
including calls to be forwarded, such that the invocation of 60 
call forwarding services is barred. The ODB in GSM also 
provides for different restriction levels, for example, barring 
all calls, all international calls, all intemational calls except 
those directed to the mobile subscriber's home PLMN 
country, all inter-zone calls, or all inter-zone caUs except 65 
those directed to the subscriber's home PLMN country. 
However, this solution will disadvantageously bar even 
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outgoing caUs for which the mobile subscriber consciously 
intends to pay the incurred cost. 

Another possible solution to the above -described call 
forwarding problems is simply for the mobile subscriber to 
deactivate the call forwarding services. However, the sub- 
scriber may well forget to deactivate the services when 
roaming internationally. Moreover, deactivation of call for- 
warding does not address the fraud problem descrfced 
above. 

Call forwarding can be barred using conventional 
Regional Services functionality, but only by disadvanta- 
geously deregistering the mobile station from all services to 
which it subscribes whenever that mobile station enters the 
service area of a disallowed MSC. Moreover, this type of 
service must be implemented in the MSCAT^ and can only 
be used if the Regional Services functionality is imple- 
mented in the PLMN where the subscriber is roaming. 

Another possible approach would be to use Intelligent 
Network (IN) architecture to implement services aimed at 
solving the above-described problems. However, 
disadvantageously, the Intelligent Network support must be 
requested in the PLMN where the subscriber is roaming. 

It is therefore desirable to provide to a roaming mobile 
subscriber call forwarding (or deflecting) service with auto- 
matically activated security against large, unwanted charges 
for forwarding/deflecting calls without barring all of the 
mobile subscriber's outgoing calls. 

The present invention provides for selective barring of 
call forwarding/deflecting services. The selective barring is 
triggered by the location of the mobile subscriber unit, 
thereby avoiding the occurrence of many unwanted call 
forwarding/deflecting charges when the mobile subscriber 
unit is roaming, and all outgoing calls need not be barred. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates two inter-networked PLMNs including 
a call forward baning feature according to the invention. 

FIG. 2 illustrates an example of a memory and database 
in the HLR of HG. 1. 

FIG. 3 illustrates one example portion of the HLR of FIG. 
1 in greater detail. 

FIG. 4 illustrates an example portion of the MSCA^-R of 
FIG. 1 in greater detail. 

FIG. 5 illustrates exemplary operations of the HLR por- 
tion of FIG. 3. 

FIG. 6 illustrates exemplary operations of the HLR por- 
tion of FIG. 8. 

FIG. 7 iUustratcs exemplary operations of the MSCAT^R 
portion of FIG. 4. 

FIG. 8 illustrates another example portion of the HLR of 
FIG. 1 according to another embodiment of the invention, 

FIG. 9 illustrates exemplary operations of the HLR por- 
tion of FIG. 8. 

DETAILED DESCRIPTION 

FIG. 1 illustrates an example of an inter-networking 
mobile communications arrangement that implements the 
present invention. In FIG. 1, a mobile subscriber unit MS^ 
has roamed from the coverage area of its home PLMN, 
designated in FIG. 1 as HPLMN, into the coverage area of 
a posited PLMN, designated in FIG. 1 as VPLMN. Conven- 
tional examples of the HPLMN and VPLMN of FIG. 1 
include GSM, DCS 1800 (Digital Cellular System for 
Mobile Communications), and PCS (Personal Commimica- 
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tions System). The HPLMN and VPLMN of FIG. 1 can be 
definec^ for example, by any of the foregoing conventional 
network standards, such conventional networks of course . 
being enhanced as disclosed herein to include the present 
invention. 

Although only pertinent portions of HPLMN and 
VPLMN are illustrated in FIG. 1 for clarity of exposition, it 
will be recognized that HPLMN and VPLMN of FIG. 1 
represent fully functional PLMNs. For example, the 
VPLMN includes a home location register HLR (or a 
suitable equivalent) similar to that shown in the HPLMN, 
and the HPLMN includes a mobile services switching center 
and visited location register (collectively designated as 
MSCATJ^ in FIG. 1) simQar to that illustrated in the 
VPLMN. One example of an equivalent alternative to the 
MSCA^ of FIG. 1 is an SGSN (Serving GPRS Support 
Node). As mentioned above, with the exception of the herein 
described enhancements according to the present invention, 
the HPLMN and VPLMN of FIG. 1 can be, and for purposes 
of thLs description are assumed to be, otherwise conven- 
tional. 

Mobile subscriber MS^ is shown in broken lines in 
HPLMN to indicate that it has roamed out of HPLMN and 
into VPLMN where MS/, is shown to be visiting. Other 
mobile subscriber units MS are shown in both the HPLMN 
and the VPLMN. Although the present invention is 
described with respect to the mobile subscriber unit MS^ 
the principles of the invention are equally applicable to any 
of the mobile subscriber units MS when they roam, for 
example, outside of their home PLMN. 

When MS^ roams into VPLMN, it checks in with MSG/ 
VLR (as is conventional), which requests a Location Update 
from the HLR of HPLMN using the MAP communications 
link illustrated diagrammatically at 12 in FIG. 1. MAP refers 
to conventional Mobile Application Part signaling. This 
MAP "Location Update" operation is well-known in the art, 
and provides to HLR current location information regarding 
MSjf, along with other conventional information. In 
response to the MAP "Location Update*' request, the HLR 
conventionally responds with a MAP "Insert Subscriber 
Data" message signaled, for example, over the MAP link 12. 
According to the invention, the HLR also provides, in the 
"Insert Subscriber Data" message, information relative to 
call forwarding/deflecting services, for example, whether or 
not call forwarding services subscribed to by MS^- are to be 
barred. The MSC/VLR of VPLMN uses this bar information 
from HLR to decide whether or not to permit caUs for MS^ 
to be forwarded (or deflected) to another destination, for 
example at IS, via a communications path 17. The destina- 
tion 15 could also be located elsewhere, e.g. in another 
PLMN outside both PLMNs of FIG. 1, or in a Public 
Switched Telephone Network (PSTN) as shown by broken 
lines. 

FIG. 2 illustrates one example of a memory 21 in the HLR 
of FIG. 1. The memory 21 has stored therein a database 23 
as shown. The database 23 includes information about 
operator determined barring (ODB) services to which vari- 
ous mobile subscribers have subscribed. Column 25 illus- 
trates the mobile subscriber units (also referred to as mobile 
stations) MSI, MS2, etc. which have subscribed to ODB 
services. Column 27 illustrates the areas (designated Al, A2, 
etc. in which the subscribed ODBs are effective, and column 
29 illustrates the calls which are barred (designated as 
Callsl, Calls2, etc.) when the respective mobile stations are 
located in the re.spective areas Al, A2, etc. of column 27. 

Examples of the effective areas A1,A2, etc. in colunm 27 
of FIG. 2 inchide: outside of the mobile subscriber's 
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HPLMN coverage area; outside of the mobile subscriber's 
HPLMN country; and outside of the mobile subscriber's 
HPLMN zone. Examples of the barred calls represented by 
Callsl, Calls2, etc. in column 29 of FIG. 2 inchide: all 

5 forwarding calls; aU international forwarding calls; all inter- 
national forwarding calls except those directed to the sub- 
scriber's HPLMN country; all inter-zone forwarding calls; 
and all inter-zone forwarding calls except those directed to 
the subscriber's HPLMN country. These examples of effec- 

-jQ live areas and categories of forwarding (or deflecting) calls 
can be seen to yield, in this example, 15 distinct subscrip- 
tions available to the mobile subscribers. More specifically, 
for each of the aforementioned three effective areas, there 
are five different categories of calls which can be barred. Of 

J 5 course, the number and definition of effective ODB areas 
and the number and definition of barred calls categories can 
be set up as needed by the network operator in order to 
obtain the ODB functionality that is desired. 

FIG. 3 illustrates an example portion 31 of the HLR of 

20 FIG. 1. The portion 31 may be used to implement the ODB 
services defined in FIG. 2. In FIG. 3, a detector 33 receives 
as inputs the location of the mobile subscriber and the 
effective bar area, and provides an output signal 35 indica- 
tive of whether or not the Mobile subscriber is located in the 

25 corresponding bar area. For example, and referring also to 
FIG. 2, the output signal 35 from the detector 33 would 
indicate whether or not the mobfle station MSI is within the 
bar area Al. If MSI is located in area Al, then the output 
signal 35 will control multiplexer 37 such that the barred 

30 calls input of multiplexer 37 is coupled to the output of 
multiplexer 37. In this example, the barred calls input of 
multiplexer 37 would be the barred calls definition repre- 
sented by Callsl in column 29 of the database 23 in FIG. 2. 
If MSI is not located in area Al, then signal 35 wiU couple 

35 the Null input of multiplexer 37 to the output of multiplexer 
37. The Null input indicates that no ODB is to be imple- 
mented. The output of multiplexer 37 is provided to VLR 
(see FIG. 1) as part the MAP "Insert Subscriber Data" 
message sent over MAP link 12. 

40 FIG. 4 Ulustratcs example portions of MSCAT^R in the 
VPLMN of no. 1. When at 40 the MSC receives a call for 
MS^ that is to be forwarded (or receives from MSH a call 
to be deflected), the call to be forwarded is input to a 
categorizor 43, which examines and categorizes the call that 

45 is to be forwarded. Then, a determiner 45 receives from 
categorizor 43 a signal 46 indicative of the category of the 
call The determiner also receives from VLR an input 41 
indicative of any forwarding calls which are barred and thus 
will not be forwarded &om the mobile subscriber unit MS^ 

50 If the determiner 45 determines that the call category as 
output from categorizor 43 corresponds to the information 
from VLR regarding the category of calls to be barred, then 
the output signal 47 from determiner 45 maintains switch 49 
in the open position, so that the call is not forwarded to the 

55 destination (e.g. 15 of FIG. 1). However, if the determiner 45 
determines that the category of the call to be forwarded does 
not fall within the barred call category information received 
from VLR, then the output 47 of determiner 45 closes switch 
49 to permit the call to be forwarded firom the MSC to the 

60 destination 15 via the communication path 17 of FIG. 1. 
For example, if the output 46 of categorizor 43 indicates 
that the call at 40 is an international forwarding call directed 
to the mobile subscriber's HPLMN country, and if the barred 
call category information 41 fi-om VLR indicates that all 

65 international forwarding calls except those directed to the 
mobile subscriber's HPLMN country are to be barred, then 
the determiner 45 will close the switch 49 to permit for- 
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warding of the call. On the other hand, using the same call FIG. 8 illustrates another example portion 81 of the HLR 

to be forwarded and thus the same output 46 from the of FIG. 1 according to another embodiment of the invention, 

categorizor 43, but assuming that the information 41 from The portion 81 implements the ODB functionality of the 

VLR indicates that all international forwarding calls are present invention without requiring any modifications to the 

barred, then the determiner 43 will maintain the switch 49 5 conventional MSC/VLR design. Because the mobile sta- 

open to prevent the call from being forwarded. Information tion's call forwarding subscription is conventionally 

about the HPLMN and HPLMN country of MSjy is provided recorded in HLR, the forwarding destination number is 

by VLR to categorizor 43 at input 44. VLR receives the aheady conventionally stored in HLR. Thus, the determiner 

HPLMN and HPLMN country information from HLR in the 83 of FIG. 8 examines the mobile station location informa- 

MAP "Insert Subscriber Data" message. uon (from the ^'Location Update" request), the bar area 

FIG. 5 illustrates an example of the ODB control opera- information (from FIG. 2), the barred calls information 

tions implemented by the example HLR portion of FIG. 3. (from FIG. 2), and the known forwarding destination 

In FIG. 5, it is first determined at 51 whether a MAP information, and determines therefrom whether the mobile 

"Location Update'' message has been received from an station is in a barred area and whether a forwarding call to 

MSC/VLR, for example in the VPLMN of FIG. 1. If so, it forwarding destination falls in the barred calls category, 

is then determined at 53 whether or not the mobile aib- determiner output 85 then selects at multiplexer 87 

scriber associated with Oie Location Update message has ^-^^^ ^ ^ ^ ^ be sent to 

subscnbed to an ODB. If not, then the datable 23 of HG ^SC/VLR in the "IiSert Subscriber Data" message. lofor- 

2 wm yield a nu^l value to be w^ed to th^ if^'^Se "^^tion about whether or not to inhibit call fonvarding is 
of detector 33 m FIG. 3. (For example, if the mobile . n • 1 j j • «i. «t _* u u n * « 
subscriber has not subscribed to an ODB, then that mobile 20 convenUonaUy mcluded m the Insert Subscnber Data 
subscriber would not have a corresponding entry in the ^^f/g^> f^^ example the so-called acuve qmescent state m 
database 23, resulting in the null input to detector 33). This GSM, so the ODB of the mvention can be implemented by 
null value at the bar area input of detector 33 will cause the s^^Wy communicatmg the convenUonal active-qmescent 
detector output 35 to select the null value at multiplexer 37, state to a conventional MSC/VLR design. 

which step is illustrated at 55 in FIG. 5, Thereafter, at 57 the 25 The example portion 81 of HLR illustrated in FIG. 8 can 

HLR sends a MAP Insert Subscriber Data message to the alternatively be used to approve or deny a request to activate 

MSCAHLR via the MAP signaling link of FIG. 1. Informa- call forwarding services for a mobile subscriber that already 

tion from this Insert Subscriber Data message, including the subscribes to the ODB services of the invention. For 

null value from multiplexer 37, will be stored in the VLR, example, if the HLR of FIG. 1 receives a request (see CF 

and the null value will be provided at 41 to the determiner 30 request in FIG. 8) from a mobile station (that already 

45 (see FIG. 4). This null value indicates to the determiner subscribes to the ODB service) to activate call forwarding 

that no ODBs are in effect for the mobile subscriber, so that services for that mobile Stall on, then determiner 83 will 

all calls can be forwarded (or deflected) through the switch determine whether or not the mobile station, for example 

49, regardless of the output 46 from the categorizor. MSI of FIG. 2, is in its associated bar area, in this example, 

If at 53 the HLR determmes that the mobile subscriber 35 area Al, and whether or not the barred calls category, in this 

does subscribe to an ODB, then at 59 the detector 33 of FIG. example Callsl, includes a call to the forwarding destina- 

3 determines whether or not the mobile subscriber is located tion. If the mobile station is in area Al (the location of the 
in an effective bar area. The MS location input to the mobile station is known from the most recent Location 
detector 33 is of course received in the MAP "Location Update Message) and the Callsl category includes calls to 
Update" message (see 51). If at 59 the detector 33 deter- 40 the forwarding destination, then the determiner output 85 
mines that the mobile subscriber is not located in the bar will control multiplexer 89 (via the broken lines shown in 
area, then the null value is selected at 55 to be output from FIG. 8) such that the deny CF input of multiplexer 89 is 
the multiplexer 37 of FIG. 3, as described above. If at 59 the coupled to the output thereof. Thus, the HLR determines that 
detector 33 determines that the mobile subscriber is located call forwarding should not be activated for a mobile station 
in the associated bar area, then at 58 the control signal 35 of 45 which is currenUy located in an effective bar area according 
FIG. 3 causes the multiplexer 37 to select the barred calls to its own ODB subscription, and whose selected forwarding 
information. Thereafter, the Insert Subscriber Data message destination falls within the effective barred calls category of 
is sent over the MAP link (see FIG. 1), and the barred calls its own ODB subscription. On the other hand, if the deter- 
information is stored in the VLR of the VPLMN. miner 83 does not detect that mobile sUtion MSI is in area 

In FIG. 5 if no "Location Update" message is received at 50 Al, or does not determine that a call to the forwarding 

51, it is determined at 52 whether an ODB subscription destination faUs in the Callsl category, the determiner output 

request has been received. Such a subscription request is *5 controls multiplexer 89 such that the activate call for- 

typicaUy done by the operator using the conventional opera- warding (ACT.CIO input of multiplexer 89 is coupled to the 

tion and maintenance system. If so, then the ODB subscrip- output thereof. In tiiis manner, the HLR makes the dedsion 

tion is activated at 54, for example, by inserting into the 55 of wheUier or not to activate call forwarding services for the 

database 23 of HG. 2 an entry identifying the mobile station, particular mobile subscriber. 

the bar area and the barred calls. Thereafter, the same steps FIG. 9 illustrates example operations of the HLR portion 

(53, 55, 57, 58 and 59) are executed as described above with 81 of FIG. 8. FIG. 9 is tiie same as the example of FIG. 5 

respect to the receipt of a "Location Update" message at 51. up to decision block 59. At block 59, if the MS is in the bar 

Thus, when a mobile subscriber that already subscribes to 60 area, it is then determined at 56 whether a call to the 

call forwarding (or deflecting) requests an ODB subscription forwarding destination is in the barred cafls category. If so, 

at 52, if that mobile subscriber is in the bar area correspond- then the bar message is selected at 50 (see 87 in FIG. 8), and, 

ing to tiie ODB being subscribed to (see 59), then tiie banred if not, then tiie null message is selected at 55 (see 87 in FIG. 

calls information from the database of FIG. 2 will be 8). After tiie message is selected at 50 or 55, the message is 

transmitted in an Insert Subscriber Data message to the 65 sent at 57 as in FIG. 5. 

MSC/VLR currently visited by tiiat mobile subscriber (see FIG. 6 illustrates an example of Uie operation of the HLR 

57 and 58). portion of FIG. 8 to control activation of call forwarding (or 
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deflecting) services. At 61, once a request to activate call a determiner coupled to said input, said detenniner having 

forwarding is received, it is next determined at 63 whether an ou^ut responsive to said location infoimation and 

the requesting mobile subscriber currently subscribes to an said call forwarding bar area infonnation for indicating 

ODB. If not, the call forwarding services are activated that call forwarding from the wireless mobile commu- 

conventionally at 65, after whidi the next request to activate s nication station is barred, without indicating that other 

call forwarding is awaited at 61. If it is determined at 63 that outgoing calls from the wireless mobile communica- 

the requesting mobile subscriber does subscribe to an ODB, tion station are barred. 

it is then determined at 67 whether or not the mobile 2. The apparatus of claim 1, wherein said call forwarding 

subscriber is in the bar area associated with the ODB bar area is located outside of a coverage area associated with 
subscription. If not, then the call forwarding services are lo a hone mobile communication network of the wireless 

activated at 65 as above (see 89 of FIG. 8). If the requesting mobile communication station. 

mobile subscriber is in the bar area associated with its own 3- apparatus of claim 1, wherein said call forwarding 

ODB subscription, it is then determined at 62 whether a call bar area Ls located outside of a country in which is located 

to the forwarding destination falls in the barred calls cat- a coverage area associated with a home mobile communi- 
egory. If so, then activation of call forwarding services is :5 cation network of the wireless mobile communication sta- 

denied at 69 (see 89 of FIG. 8). If a call to the destination tioo. 

number does not represent a barred call at 62, then call The apparatus of claim 1, wherein said call forwarding 

forwarding is activated at 65. Thereafter, the next request for bar area is located outside of a zone in which is included a 

activation of call forwarding is awaited at 61. coverage area associated with a home mobile communica- 

FIG. 7 illustrates an example of call forwarding (or M tion network of the wireless mobile commi^^^^ 

deflecting) control operations performed by the MSC/VLR , 5. The apparatus of cl^m 1, wherem said mput is farther 

portion shown in FIG. 4. It is first determined at 71 whether rcceivmg call identification mformaUon that identifies 

the MSG has received a call to be forwarded. If so, then at i^rw»t^r>g calls to be barred, and wherem said output us 

73 the categorizor of FIG. 4 categorizes the call, and at 75 further responsive to said caU identification infonnaUon for 
the determiner of FIG. 4 determines whether or not caU 25 mdicatmg that caU forwardmg from the wireless mobile 

forwarding is barred for that particular call. If call forward- communicaUon station is baned. 

ing is baned, then the call forwarding is denied at 77 by 6. "fte apparatus of claim 5, mcludmg a memory coupled 

leaving the switch of FIG. 4 in the open position. If call to ^ input and having stored tterem an entry that mcludes 

forwarding is not barred at 75, then at 79 call forwarding is forwardmg bar area mformation. 
enabled by closing the switch of FIG. 4. During call for- 30 7- TTie apparatus of clami «. wherein said entry includes 

warding operation, the switch 49 of FIG. 4 remains closed «««^?" identification information that identifies the wireless 

untfl the forwarded call has been completed, whereupon the mobikcommumcation station. 

switch is reopened and remains so untfl call forwarding is ^: ^ W^^^^s of clium 7, wherein said entry includes 

next enabled. TTiis control of the switch prevents any caUs ""^ caU identification mformauon. 

from being forwarded until it is adequately determined that 35 9.TTieapparah^of claim5,mduding amemo<7coupled 

no ODB is applicable to the candidate for forwarding. After !° f^^ ""P."! *?d. ha^i°g stored therein an entry which 

thedecisiontoenableordenycanforwardinghasbeenmade mcMw said caU idenUficaUon irfotmation. 

and the appropriate action taken at 75, 77, and 79, the next , "-.J^* "PP"**^ 9, wherem said entry mdicates 

candidate for call forwarding is awaited at 71. that allforwardmg calls are to be barred. 

. 40 U. The apparatus of claim 9, wherein said entry indicates 

By using die location of the mobile sub«^ber as a tngger ^^^^ international forwarding caUs are to be barred, 
to bar call forwarding (or deflecting) without barrmg all ^ apparatus of claim 9, wherein said entry indicates 
outgomg calls callforwardingcostsforroaming subscribers ^^^^^^^^ forwarding calls are to be barred, 
can be controlled, and fraud can be avoided, without restrict- ^3 apparatus of claim 1, wherein said detenniner is 
mg all outgoing calls, or all international calk^^and without ^ ^^j,^^ indicating that caU forwarding from the wire- 
unconditionally barring call forwarding. The location- kss mobile communication staUon to a forwarding destina- 
triggered ODB can be advantageously miplemented by ^ ^^^^^^^ ^.^^^^ indicating that all other types of 
n ^'^^f^''"! '''''' °' conventional HLR, ^ ^^^^ ^^^^^ ^^^^^^ communication 
VLR and MSG iiodes ^ needed and, further advantageously, ^^^^^^ ^ forwarding destination are barred, 
the coDventional MAP signalmg protocol can be used. ^4 apparatus of daim 1. wherein said input is further 

It will be clear to workers in the art that the embodiments for receiving information indicative of an area into which 

of FIGS. 1-9 can be readily implemented, for example, io call forwarding from the wireless mobile communication 

hardware, or software, or suitable combinations of hardware station is prohibited when the wireless mobile commimica- 

and software in a conventional HLR, a conventional MSG, tion station is located in the call forwarding bar area, said 

and a conventional VLR. determiner operable in response to said prohibited area 

Although exemplary embodiments of the present inven- information and said call forwarding bar area information 

tion have been described above in detail, this does not limit and said location information for indicating that call for- 

the scope of the invention, which can be practiced in a warding from the wireless mobile communication station is 

variety of embodiments. barred. 

What is claimed is: 15. An apparatus for controlling call forwarding service 

1. An apparatus for controlling call forwarding service provided to a wireless mobile communication station, com- 

provided to a wireless mobile communication station, com- prising: 

prising: an input for receiving information indicative of a location 

an input for receiving information indicative of a location of the wireless mobile communication station; and 
of the wireless mobile communication station and for 65 an output for indicating, based on the location 

receiving information indicative of a caU forwarding information, that call forwarding from the wireless 

bar area, and mobile communication station to a forwarding desti- 
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nation is barred, without indicating that all other types 
of outgoing calls from the wireless mobile communi- 
cation station to the forwarding destination are barred. 

16. A method of controlling call forwarding service pro- 
vided to a wireless mobile communication station, compris- 
ing: 

receiving information indicative of a location of the 

wireless mobile communication station; 
receiving information indicative of a call forwarding bar 

area; and 

indicating, based on the location information and the call 
forwarding bar area information, that call forwarding 
from the wireless mobile communication station is 
barred, without indicating that other outgoing calls 
from the wireless mobile communication station are 
barred. 

17. The method of claim 16, wherein said call forwarding 
bar area is located outside of a coverage area associated with 
a home mobile communication network of the wireless 
mobile commxmicatioa station. 

18. The method of claim 16, wherein the call forwarding 
bar area is located outside of a country in which is located 
a coverage area associated with a home mobile communi- 
cation network of the wireless mobile communication sta- 
tion. 

19. The method of claim 16, wherein the call forwarding 
bar area is located outside of a zone in which is included a 
coverage area associated with a home mobile communica- 
tion network of the wireless mobile communication station. 

20. The method of claim 16, >x^erein said mdicating step 
includes determining from the location information and the 
call forwarding bar area information whether the wireless 
mobile communication station is located in the call forward- 
ing bar area. 

21. The mediod of claim 20, wherein said indicating step 
includes indicating that call forwarding is barred when (1) 
the wireless mobile communication station is determined to 
be located in the call forwarding bar area and (2) a call 
forwarding destination associated with the mobile station 
requires a forwarding call that is included in a predetermined 
category of calls barred to the mobile station while the 
mobile station is in the call forwarding bar area. 

22. The method of claim 16, including identifying for- 
warding calls which are to be barred, 

23. The method of claim 22, wherein said identifying step 
includes indicating that all forwarding calk are to be barred. 

24. ITie method of claim 22, wherein said identifying step 
includes identifying all international forwarding calls to be 
barred. 

25. The method of claim 22, wherein said identifying step 
includes identifying all inter-zone forwarding calls to be 
barred. 

26. The method of claim 16, >^rein said indicating step 
includes indicating that call forwarding from the wireless 
mobile communication station to a forwarding destination is 
barred, without indicating that all other types of outgoing 
calls from the wireless mobile communication station to said 
forwarding destination are barred. 

27. The method of claim 16, including receiving infor- 
mation indicative of an area into which call forwarding from 
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the wireless mobile communication station is prohibited 
when the wireless mobile communication station is located 
in the call forwarding bar area, said indicating step including 
indicating, based on the location information and the call 
5 forwarding bar area information and the prohibited area 
information, that call forwarding from the wireless mobile 
communication station is barred. 

28. A method of controlling call deflecting service pro- 
vided to a wireless mobile communication station, compris- 

'° mg: 

receiving information indicative of a location of the 

wireless mobile communication station; 
receiving information indicative of a call deflecting bar 
15 area; and 

indicating, based on the location information and the call 
deflecting bar area information, that call deflecting 
from the wireless mobfle communication station is 
barred, without indicating that other outgoing calls 
20 from the wireless mobile communication station are 
barred. 

29. The method of claim 28, wherein said indicating step 
includes indicating that call deflecting from the wireless 
mobile communication station to a deflecting destination is 

25 barred, without indicating that all other types of outgoing 
calls from the wireless mobile communication station to said 
deflectmg destination are barred. 

30. The method of claim 28, including receiving infor- 
mation indicative of an area into which call deflecting from 

30 the wireless mobile communication station is prohibited 
when the wireless mobile communication station is located 
in the call deflecting bar area, said indicating step including 
indicating, based on the location information and the call 
deflecting bar information and the prohibited area 

35 information, that call deflecting from the wireless mobile 
communication station is barred. 

31. An apparatus for controlling call forwarding service 
provided to a mobile station, without modifying mobile 
switching center/visitor location register design, compris- 

40 ing: 

an input for receiving information indicative of a location 
of the mobile station sent from a mobile switching 
center/visitor location register; 

a storage portion for storing therein call forwarding 
'^^ destination information, call forwarding bar area infor- 
mation and barred forwarding calls information asso- 
ciated with the mobile station; and 

a determiner coupled to said input and said storage 
apparatus, said determiner having an output responsive 
to said location information and said call forwarding 
bar area information and said barred forwarding calls 
information and said call forwarding destination infor- 
mation for indicating to said mobfle switching center/ 
visitor location register that call forwarding from said 
mobile station is baned, without indicating that other 
outgoing calls from said mobfle station are barred. 

32. The apparatus of claim 31, provided in a home 
location register (HLR). 

* « * * « 
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(57) ABSTRACT 

A telecommunications system and method is disclosed for 
defining restricted positioning areas by geographical loca- 
tion. The restricted area information can be established by 
the cellular network or the mobile subscriber, and can be 
stored in a database, such as an IntelUgent Network (IN) 
node. An IN trigger can be included in the subscriber 
information provided to the serving Mobile Switching 
Center/Visitor Location Register (MSC/VLR) or the IN 
trigger can be stored in specific MSC/VLR's that have 
restricted positioning areas for all mobile subscribers. Upon 
receiving the calculated location estimate, the IN trigger is 
activated, and the MSC/VLR transmits the calculated loca- 
tion estimate to the IN node to determine whether the 
calculated location estimate can be provided to the request- 
ing Location Services (LCS) client based upon the defined 
restricted positioning area information. 

30 Claims, 5 Drawing Sheets 
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SYSTEM AND METHOD FOR PROVmiNG SUMMARY OF THE INVENTION 

^™™sS^^^^^ ^ ^^^^^^^ telecommunications 

r At ATR^^^^ ^^^^^^ ^^^^S restricted positioning 

CALCULATED LOCATION ESTIMATE ^ ^j^,^ geographical location. The restricted area informa- 

BACKGROUND OF THE PRESENT ^® established by the cellular network or the mobile 

INVENTION subscriber, and can be stored in a database, such as an 

Intelligent Network (IN) node. An IN trigger can be included 

Field of the Invention ^ subscriber information provided to the serving Mobile 

Switdiing CenterAlsitor Location Register (MSC/VIR) or 

The present invention relates generally to telecommuni- trigger can be stored in specific MSCWLR's that 

cations systems and methods for positioning a target mobile jj^ve restricted positioning areas for all mobile subscribers, 

station within a cellular network, and specifically to provid- Upon receiving the calculated location estimate, the IN 

ing position related services based on the calculated location trigger is activated, and the MSCAT^R transmits the calcu- 

of the target mobile station. lated location estimate to the IN node to determine whether 

BACKGROUND AND OBJEOre OF THE ' calculated location estimate can be provided to the 

PRESENT INVENTION requestmg LCS client based upon the defined restncted area 

information. 

Determining the geographical position of an mobile sub- 
scriber within a cellular network has recently become impor- BRIEF DESCRIPTION OF THE DRAWINGS 
tant for a wide range of applications. For example, location disdosed invention will be described with reference 
services (LCS) may be used by transport and taxi companies iq accompanying drawings, which show important 
to determine the location of their vehicles. In addition, for sample embodiments of the invention and which are incor- 
emergency calls, e.g., 911 calls, the exact location of the porated in the specification, hereof by reference, wherein: 
mobile subscriber may be extremely important to the out- ^ ^ ^ ^^^^^ ^. ^ conventional cellular 
come of the emergency situation. Furthermore, LCS can be network- 
used to determine the location of a stolen car, for the 1 . . , . 

detection of home zone calls, which are charged at a lower ^}^' ^ ^ block-diagram illustratmg a cellular network 
rate, for the detection of hot spots for micro cells, or for the Performing a conventional positioning of a mobile sub- 
subscriber to determine, for example, the nearest gas station, scriber; 

restaurant, or hospital, e.g., "Where am I" service, FIG. 3 is an exemplary block diagram illustrating a 

In some instances, the mobile subscriber or the cellular """^^^^^^ network providing positioning information assod- 

network currentty serving the mobile subscriber may not ated with a mobile subscriber based upon restricted geo- 

want to provide the location information to tiie requesting .graphical mformation, m accordance with embodunents of 

LCS client. For example, the mobile subscriber may not 35 P'®^"* mvenUon; 

want his or her location to be provided when that subscriber FIG. 4 is a flow chart illustrating the steps involved in 

is at home, at work or at a location that the mobile subscriber positioning a mobile subscriber, and 

would like to restrict positioning. Likewise, the network FIG. 5 is a flow chart illustrating the steps involved in 

may not want to provide location information when the determining whether the calculated location is within the 

mobile subscriber is in an area that requires secrecy, such as restricted geographical area, in accordance with embodi- 

a military base, government ofi&ce, police station or other ments of the present invention, 
area that the network would like to restrict positioning. 



DETAILED DESCRIPTION OF THE 



tio^^ot^LTmU^^^^^^ 'sZ PRESENTLY pre™ EXEMPLARY 
scriber Location Privacy Profile (SLPP), which indicates 45 bMBOUlMbN 1^> 
which LCS clients are allowed to position the mobile The numerous innovative teachings of the present appli- 
subscriber and in which locations those LCS clients are cation wiU be described with particular reference to the 
aUowed to position the mobile subscriber. However, the presently preferred exemplary embodiments. However, it 
aUowed or disaflowed location (s) can only be defined by should be understood that this class of embodiments pro- 
network area, such as by cell or Location Area (LA), afl of 50 vides only a few examples of the many advantageous uses 
which typic^ly cover a large geographical region. This is of the innovative teachings herein. In general, statements 
due to the fact that the SLPP is only used in an initial made in the specification of the present application do not 
determination of whether or not the LCS client is allowed to necessarfly delimit any of the various claimed inventions, 
position the mobfle subscriber. This determination is typi- Moreover, some statements may apply to some inventive 
cally performed before the geographical location informa- 55 features but not to others. 

tion is calculated, which requires the determination to be with reference now to FIG. 1 of the drawings, there is 

made based upon the network area that the mobile sub- illustrated a sample cellular network 10, such as a Global 

scriber is currently located m. System for Mobile Communications (GSM) Public Land 

If the restricted area covers only a portion of a network Mobile Network (PLMN), which in turn is composed of a 

area, such as a ccU, defining an entire network area as a 60 plurality of areas 12, each with a Mobile Switching Center 

disallowed area unnecessarily prevents an LCS client from (MSC) and an integrated Visitor Location Register (VLR) 

obtaining location information. In addition, if the network (MSCA^R) 14 therein. The MSCAT-R 14 provides a 

determines that a portion of a network area should be circuit switched connection of speech and signaling infor- 

restricted from positioning, the network must prevent all mation between a Mobile Station (MS) 20 and the PLMN 

positioning from being performed in the entire network area. 65 10. The MSC/VLR areas 12, in tum, include a plurality of 

This is undesirable for both the network and the mobile Location Areas (LA) 18, which are defined as that part of a 

subscriber. given MSCATJl area 12 in which the MS 20 may move 
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freely without having to send update location information to However, if the restricted area information 150 is defined 

the MSCA^R 14 that.controls the LA 18. Each LA 18 is by the mobile subscriber, this restricted area information 150 

divided into a number of cells 22. The MS 20 is the physical only applies to that mobile subscriber. In this case, the 

equipment, e.g., a car phone or other portable phone, used by restricted area information 150 can be stored in the HLR 26 
mobile subscribers to communicate with the cellular net- 5 associated with the mobile subscriber or within the IN node 

work 10, each other, and users outside the subscribed 250, the latter being illustrated. The restricted area informa- 

network, both wireline and wireless. tion 150 could be, for example, a set of coordinates, a set of 

The MSCA^R 14 is in communication with at least one coordinates along with a defined radius around that set of 

Base Station Controller (BSC) 23, which, in turn, is in coordinates or at least three sets of coordinates that define 

contact with at least one Base Transceiver Station (BTS) 24. the geographical area 160 encompassed by the restricted 

The BTS is the physical cquipmeni, illustrated for simplicity ^r^* information 150. 

as a radio tower, that provides radio coverage to the cell 22 When an MS 20 first registers with a serving MSC/VLR 

for which it is responsible. It should be understood that the 14, which could be in the home PLMN 10a or within a 

BSC 23 may be connected to several BTS's 24, and may be visiting PLMN 10b, the latter being illustrated, the MS 20 

implemented as a stand-alone node or integrated with the sends a location updating message to the MSC/VLR 14. In 

MSCA^Jl 14. response, the MSC/VLR 14 sends an update location mes- 

With further reference to HG. 1, the PLMN Service Area sage to the HLR 26, which returns subscriber information 

or cellular network 10 includes a Home Location Register associated with the MS 20 back to the MSC/VLR 14 in an 

(HLR) 26, which is a database maintaining all subscriber ^^^^ Subscriber Data message 120. 

information, e.g., user profiles, current location information, If the mobile subscriber has defined at least one restricted 

International Mobile Subscriber Identity (IMSI) numbers, geographical area 160, the restricted area information 150 

and other administrative information, for subscribers regis- can be passed back to the MSC/VLR 14 in the Insert 

tercd within that PLMN 10. The HLR 26 may be co -located Subscriber Data message 120 and stored in a subscriber 

with a given MSC/VLR 14, integrated with the MSC/VLR record or database 30 associated with the MS 20 within the 
14, or alternatively can service multiple MSC/VLRs 14. ^ MSC/VLR 14. Alternatively, and preferably, instead of 

As can be seen in FIG. 2 of the drawings, for conventional sending the restricted area information 150 direcQy to the 

positioning of a particular MS 20, upon the reception of a MSC/VLR 14, the HLR 26 can send a new subscriber 

positioning request from a Location Services (LCS) client IN-LCS category 130 in the Insert Subscriber Data message 

280, the MSC/VLR 14 sends a Mobile AppUcation Part 120. The IN-LCS category 130 serves as an IN trigger to the 

(MAP) PERFORM LOCATION message to a Serving IN node 250 housing the restricted area information 150. It 

Mobile Location Center (SMLC) 270 within the PLMN 10 should be understood that if the PLMN 10b defined the 

associated with the MSC/VLR 14. The SMLC 270 is respon- restricted area information, the IN-LCS category 130 would 

siblc for carrying out the positioning request and calculating ^« provided to the MSC/VLR 14 by the PLMN 10b and 
the MS 20 location. Thereafter, the SMLC 270 determines 3^ stored in the database 30 in the MSC/VLR 14. 

the positioning method to use. For example, the SMLC 270 With reference now to the steps shown in FIG. 4 of the 

can use a number of different positioning mechanisms, drawings, which will be described in connection with FIG. 

including, but not limited to, Timing Advance (TA), Time of 3 of the drawings, once the MS 20 is registered with the 

Arrival (TO A), Enhanced Observed Time Difference MSC/VLR 14, an LCS client 280 can send a positioning 

(E-OTD) or Global Positioning System (GPS). request 285, which specifies the particular Mobile Station 

After the SMLC 270 determines the positioning method Integrated Services Digital Network (MSISDN) number 

to use, the SMLC 270 instructs the MSC/VLR 14 to obtain associated with the particular target MS 20 to be positioiied, 

raw location data using the determined positioning method to the GMLC 290 within the PLMN 10a of the LCS client 

and return this raw location data to the SMLC 270. 280 (step 400). It should be noted that the positioning 
Thereafter, the SMLC 270 calculates the MS 20 location and 45 request 285 can also include the duiation and/or number of 

returns this location estimate to the MSC/VLR 14. In turn, positionings to be performed. 

the MSC/VLR 14 forwards the location estimate to the LCS When the GMLC 290 receives the positioning request 

client 280 that requested the positioning. It should be noted 285, the GMLC 290 sends a request for routing information 

that the requesting LCS client 280 could be located within (step 405), e.g., the address of the serving MSC/VLR 14 
the MS 20 itself, within the MSC/VLR 14 or could be an 50 within the PLMN 10b that the MS 20 is currently located in, 

external node, such as an Intelligent Network (IN) node. If to the HLR 26 associated with the MS 20, using the MS's 

the LCS client 280 is not within the MS 20 or within the 20 directory number as a global title. In response, the HLR 

MSC/VLR 14, the location estimate is sent to the requesting 26 retrieves routing information for the MS 20 and sends this 

LCS client 280 via the MSC/VLR 14 and a Gateway Mobile routing information to the GMLC 290 (step 410). Using this 
Location Center (GMLC) 290. 55 routing information, the GMLC 290 transmits a MAP_ 

With reference now to FIG. 3 of the drawings, in order to PROVIDE_SUBSCRIBER„LOCAnON message, which 

restrict the positioning of a mobile subscriber within a contains the positioning request 285, to the serving MSC/ 

specific geographical area 160, restricted area information (step 415). 

150 associated with the geographical area 160 can be Thereafter, the MSC/VLR 14 verifies that the MS 20 
defined by either the network operator or the mobile sub- 60 allows positioning to be performed (step 420), e.g., by 

scriber. If the restricted area information 150 is defined by checking privacy information, such as the Subscriber Loca- 

the network operator, the restricted area information 150 can tion Privacy Profile (SLPP), which is also sent to the 

be valid for any mobile subscriber being positioned within MSC/VLR 14 by the HLR 26 in the Insert Subscriber Data 

the restricted geographical area 160. In addition, this message 120. If the MS 20 does not allow positioning (step 
restricted area information 150 can be stored in the MSC/ 6S 420), the positioning request 285 is rejected (step 425) and 

VLR 14 serving the restricted area 160 or within an external a rejection message 295 is sent to the LCS client 280 (step 

node, sudi as an IN node 250, the latter being illustrated. 430). 
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However, if the MS 20 does allow positioning (step 420), 
and the MS 20 is in idle mode (step 435), the MSC/VLR 14 
performs paging and authentication of the MS 20, along with 
ciphering of the positioning data (step 440). This procedure 
provides the MSC/VLR 14 with the identification (ID) of the 
current cell 22 that the MS 20 is located in, along with a 
Timing Advance (TA) value for the serving BTS 24 (step 
445). However, if the.MS 20 is in dedicated mode (step 
435), e.g., involved in a call connection, the MSC/VLR 14 
obtains the current cell 22 ID and TA value for the serving 
BTS 24 from the serving BSC 23 (step 445). 

Upon receipt of the current cell 22 ID and TA value (step 
445), the MSCA^R 14 sends a MAP_PERFORM_ 
LOCATION message, vAiich includes the current cell 22 ID 
and TA value, to the SMLC 270 associated with the MS's 20 
current cell 22 ID (step 450). Thereafter, the SMLC 270 
determines the positioning method to use, e.g.. Timing 
Advance (TA), Time of Arrival (TOA), Enhanced Observed 
Time Difference (E-OTD) or Global Positioning System 
(GPS) (step 455). 

Once the SMLC 270 determines the appropriate position- 
ing method, the SMLC 270 sends to the MSCA^Jl 14 the 
chosen positioning method and any assistance data that the 
MS 20 might need if the MS 20 has the capability to position 
itself (step 460). Thereafter, if the chosen positioning 
method does not involve the MS 20 positioning itself (step 
465), as is shown in FIG. 3, the MSCAT^ 14 obtains raw 
location data, such as TA values from neighboring BTSs (not 
shown), and forwards this raw location data to the SMLC 
270 (step 470) for calculation of the geographical location 
estimate 298, e.g., X, Y coordinates, of the MS 20 (step 475). 
Otherwise, the MS 20 uses the assistance data provided by 
the SMLC 270 to calculate its own location 298 (step 480). 
This location estimate 298 is passed back to the MSCA^R 
14 (step 485), which normally forwards the location esti- 
mate 298 to the requesting LCS client 280 (step 495) via the 
GMLC 290. 

However, if the MS 20 or visiting PLMN lOfc has defined 
restricted area information 150 (step 490), upon receiving 
the location estimate 298, a determination is made of 
whether the calculated location estimate 298 is within the 
geographical area 160 encompassed by the restricted area 
information 150 (step 498). With reference now to the steps 
listed in FIG. 5 of the drawings, if the MS 20 or MSCA^R 
14 does not have the IN-LCS category 130 associated 
therewith (step 500), but rather the restricted area informa- 
tion 150 is stored in the MSCA^LR 14, the MSC/VLR 14 
compares the calculated location estimate 298 with the 
restricted area information 150 (step 510) to determine if the 
calculated location estimate 298 is within the restricted 
geographical area 160 (step 520). 

If the MS 20 or MSCA^ 14 does have the IN-LCS 
category 130 associated therewith (step 500), the IN-LCS 
category 130 within the MSCAT-R 14 triggers the MSC/ 
VLR 14 to send an LCS query 140 (step 530), including the 
location estimate 298, to the IN node 250 that stores the 
restricted area information 150 for the MS 20 or MSCAT-R 
14. It should be understood that the IN node 250 could be, 
for example, a Service Control Point (SCP) 255 within the 
IN that has access to a database 258 that stores the restricted 
area information 150. 

In response, the IN node 250 compares the calculated 
location estimate 298 with the restricted area information 
150 (step 540) to. determine whether the calculated location 
estimate 298 is within the restricted positioning area 160 
(step 550). After the determination is made, the IN node 250 
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sends a query response 145 back to the MSCA^LR 14 (step 
560), including an indication 148 indicating whether or not 
the calculated location estimate 298 is within the restricted 
area 160. By removing the restricted area information 150 to 
5 the IN node 250, the comparison and determination pro- 
cesses do not need to be performed by the MSCA^LR 14, 
which reduces the burden on the MSCA^LR 14. 

Lf the indication 148 indicates that the calculated location 
estimate 298 is within the restricted area 160 (step 570), or 
the MSCAH^R 14 determines that the calculated location 
estimate 298 is within the restricted area 160 (step 520), as 
shown in FIG. 4 of the drawings (step 580), the MSCA^R 
14 rejects the positioning request 285 (step 425) and sends 
the rejection message 295 to the LCS client 280 (step 430). 
Otherwise (step 590), as shown in FIG. 4 of the drawings, 
the MSC/VLR 14 transmits the location estimate 298 to the 
requesting LCS client 280 (step 495) via the GMLC 290. 

As will be recognized by those skilled in the art, the 
innovative concepts described in the present application can 
be modified and varied over a wide range of applications. 
Accordingly, the scope of patented subject matter should not 
be limited to any of the specific exemplary teachings 
discussed, but is instead defined by the following claims. 

What is claimed is: 

1. A telecommunications system for restricting position- 
25 ing of a mobile station within a cellular network, compris- 
ing: 

a database for storing restricted area information associ- 
ated with a geographical area unrelated to any network 
area defined by said cellular network; and 

30 a mobile switching center in wireless communication v/ith 
said mobile station for receiving a positioning request 
for said mobile station, determining a location estimate 
for said mobile station and accessing said database to 
determine whether said location estimate is within said 

35 geographical area encompassed by said restricted area 
information, said mobile switching center rejecting said 
positioning request in response to a determination that 
said location estimate is within said geographical area 
encompassed by said restricted area information. 

40 2. The telecommunications system of claim 1, wherein 
said database is within said mobile switching center. 

3. The telecommunications system of claim 1, wherein 
said database is an Intelligent Network node. 

4. The telecommunications system of claim 3, wherein 
45 said Intelligent Network node includes a database accessible 

by a Service Control Point. 

5. The telecommimications system of claim 3, wherein 
said mobile switching center has an Intelligent Network 
Location Services category stored therein, said Intelligent 

50 Network Location Services category triggering a query to 
said Intelligent Network node upon determination of said 
location estimate. 

6. The telecommunications system of claim 5, wherein 
said query includes said location estimate. 

55 7. The telecommunications system of claim 6, wherein 
said Intelligent Network node compares said location esti- 
mate with said restricted area information to determine if 
said location estimate is within said geographical area 
encompassed by said restricted area information. 

60 8. The telecommunications system of claim 7, wherein 
said Intelhgent Network node transmits a query response to 
said mobile switching center, said query response including 
an indication of whether or not said location estimate is 
within said geographical area encompassed by said 

65 restricted area information. 

9. The telecommunications system of claim 8, wherein 
said mobile switching center rejects said positioning request 
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when said iadication indicates that said location estimate is 
within said geographical area encompassed by said 
restricted area information. 

10. The telecommunications system of claim 5, wherein 
said Intelligent Network Location Services category is asso- 
ciated with said mobile station. 

11. The telecommunications system of claim 5, wherein 
said Intelligent Network Location Services category is asso- 
ciated with said mobile switching center. 

12. A telecommunications system for restricting position- 
ing of a mobile station within a cellular network, compris- 
ing: 

an Intelligent Network node for storing restricted area 
information associated with a geographical area unre- 
lated to any network area defined by said cellular 
network, said Intelligent Network node further for 
receiving a query including a location estimate for said 
mobile station, determining whether said location esti- 
mate is within said geographical area encompassed by 
said restricted area information and transmitting a 
query response including an indication of whether or 
not said location estimate is within said geographical 
area encompassed by said restricted area information; 
and 

a mobile switching center in wireless communication with 
said mobile station for receiving a positioning request 
for said mobile station, determining said location esti- 
mate for said mobile station, sending said query includ- 
ing said location estimate to said Intelligent Network 
node and receiving said query response from said 
Intelligent Network node, said mobile switching center 
rejecting said positioning request when said indication 
indicates that said location estimate is within said 
geographical area encompassed by said restricted area 
information. 

13. The telecommunications system of claim 12, wherein 
said Intelligent Network node includes a database accessible 
by a Service Control Point. 

14. Ihe telecommunications system of claim 12, wherein 
said mobile switching center has an Intelligent Network 
Location Services category stored therein, said Intelligent 
Network Location Services category triggering said query to 
said Intelligent Network node upon determination of said 
location estimate. 

15. The telecommunications system of claim 14, wherein 
said Intelligent Network Location Services category is asso- 
ciated with said mobile station. 

16. The telecommunications system of claim 14, wherein 
said Intelligent Network Location Services category is asso- 
ciated with said mobile switching center. 

17. A method for restricting positioning of a mobile 
station within a cellular network, comprising the steps of: 

receiving a positioning request for said mobile station at 
a mobile switching center in wireless communication 
with said mobile station; 

determining a location estimate for said mobile station; 

comparing said location estimate with restricted area 
information associated with a geographical area unre- 
lated to any network area defined by said cellular 
network; and 

in response to a determination that said location estimate 
is within said geographical area encompassed by said 
restricted area information, rejecting said positioning 
request by said mobile switching center. 

18. llie method of claim 17, further comprising the step 

of: 
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in response to said step of determining, sending a query 
including said location estimate fi'om said mobile 
switching center to an Intelligent Network node. 

19. The method of claim 18, wherein said step of com- 
S paring is performed by said Intelligent Network node. 

20. The method of claim 19, further comprising the step 
of: 

transmitting a query response from said Intelligent Net- 
work node to said mobile switching center, said query 
10 response including an indication of whether or not said 
location estimate is within said geographical area 
encompassed by said restricted area information. 

21. The mediod of claim 17, wherein said restricted area 
information is associated with said mobile station. 

1^ 22. The method of claim 17, wherein said restricted area 
information is associated with said mobile switching center. 

23. A method for a mobile switching center to restrict 
positioning of a mobile station in wireless communication 
with said mobile switching center within a cellular network, 

^ comprising the steps of: 

receiving a positioning request for said mobile station at 

said mobile switching center; 
determining a location estimate for said mobile station; 
2^ in response to said step of determining, sending a query 
including said location estimate to an Intelligent Net- 
work node; 

receiving a query response firom said Intelligent Network 
node, said query response indicating whether said 

30 location estimate is within a geographical area encom- 
passed by restricted area information, said restricted 
area information being unrelated to any network area 
defined by said cellular network; and 
if said query response indicates that said location estimate 

35 is within said geographical area encompassed by said 
restricted area information, rejecting said positioning 
request by said mobile switching center. 

24. The method of claim 23, wherein said step of sending 
further comprises the step of: 

40 triggering an Intelligent Network Location Services cat- 
egory stored within said mobile switching center to 
send said query in response to said step of determining. 

25. The method of claim 24, wherein said Intelligent 
Network Location Services category is associated with said 

45 mobile station. 

26. The method of claim 24, wherein said Intelligent 
Network Location Services category is associated with said 
mobile switching center. 

27. A method for restricting positiom'ng of a mobile 
50 station within a cellular network, comprising the steps of: 

receiving a positioning request for said mobile station at 
said mobile switching center; 

determining a location estimate for said mobile station; 

in response to said step of determining, sending a query 
including said location estimate to an Intelligent Net- 
work node; 

comparing said location estimate with restricted area 
information stored within said Intelligent Network 
node, said restricted area mformation being associated 
with a geographical area unrelated to any network area 
defined by said cellular network; 

determining whether said location estimate is within said 
geographical area encompassed by said restricted area 
65 information; 

transmitting a query response from said Intelligent Net- 
work node to said mobile switching center, said query 
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response indicating whethei said location estimate is 
within said geographical area encompassed by 
restricted area information; and 

if said query response indicates that said location estimate 
is within said geographical area encompassed by said 
restricted area information, rejecting said positioning 
request by said mobile switching center. 

28. Ilie method of claim 27, wherein said step of sending 
further comprises the step of: 

triggering an Intelligeat Network Location Services cat- 
egory stored within said mobile switching center to 
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send said query in response to said step of determining 
said location estimate. 

29. The method of claim 28, wherein said Intelligent 
Network Location Services category is associated with said 
mobile station. 

30. The method of claim 28, wherein said Intelligent 
Network Location Services category is associated with said 
mobile switching center. 
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